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https://youtu.be/05c367B4VGq?si=FJkCC6C6V _m9lhRZ

WA LR 222 2 ojLl= 2HetE 2Ot 715 / YTN AfO|HA
https://youtu.be/WHY25xXVvRJU?si=qFGrIMf  QNG6E3R

. 25 WA U WHUS BEAAY BHEC/Z ATV
https://voutu.be/dKpfsDfFKzY?si=TNLt IT4BX uKvar

o A Q39 2lst AZ-=Al Uil 2222 MY / KBSHF2A(News)
https://youtu.be/1GjxgcNgJdl

- =AHIAERIDID), 2542 ciS3t o] 2Lt / L EH0|YE
https://www.youtube.com/watch?v=SToydEXdRBo

-  Y=0| 21237 LG CNS Al QtHQIA(AZQIAN) 2 MH|A
https://www.youtube.com/watch?v=NTRgD-XMPgQ

. =83H CRE Hdat 715351, E2tRE Ot & 01F 7= 'F5' / A2 FHCHHCN
https://youtu.be/CYBJmmkVdhg
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$ authentication
(1) The process of verifying an identity claimed by or for a
system entity., (See: authenticate, authentication exchange,

- RFC 2828 authentication information, credential, data origin
authentication, peer entity authentication.)
(C) &n authentication process consists of two steps:

1. ldentification step: Presenting an identifier to the security

;£§$§§Q§§§ system. (ldentifiers should be assigned carefullv, because
:é§£§§§§§§§& authenticated identities are the basis for other security
;;55§§§§§§§:5§ services, such as access control service.)
%%;;=~Q\ X\ NN 2. Werification step: Presenting or generating authentication
/ ”(k;\\ NS inf ti that b t the bindi bet th tit
‘”%%W”“7§§ééﬂ\ information that corroborates the binding between the entity
e / an e identifier. ee’ verification,
{,(/,//// X)) d the identif (5 fication.)
4 —
| =
‘ NS ee: ("relationship hetween data intearity service an
(“ N (C] 8 ( lat hip het dat t t d
W \>\ authentication services" under) data integrity service.
Shirey Informational [Page 15]

AFC 2828 Internet Security Glossary May 2000







K|Al7|EF 2D Qe 22 S oF  HUHS, PIN, Z20| i SH
(Something you know)
AQ7|8F  ARBS ESOS  ES ADE JE, WX 7| JLE, OTR B
(Something you have)  QIQIZ A, FLHE SMS
MH|7|EE AN ZES 53 AS X2 U, S, A2, HY
(Something you are)
S37|% ds= s¢t 2T =22 IH, 24, Efo|E 2|5, M3,
(Something you do) 2240
4 — ~
CERTIFICATE . . \
—— b | ' oy '@
—— 1 | d
] m]
o .

—(PIN HS D_%)—




X A8 X}F QlF Hi

Ol (Electronic Authentication, EA): ™At A X 915 S H
AHIG| MAPE O 2 KA|=l AFERE AEXIS0]| CHoE A 2]
=& 11 (Electronic Authentication Guideline, NIST SP 800-63-2)

20139 3 X, 2017.6 A E
- NIST SP 800-63-3 Special Publication : Digital Identity Guidelines &, 2017. 6
- A2"E2 5= 71210| HIO|HH[0] & ERKEO[LE A|AH X3

- - O -

of tiet 82 €2 538 7|5 A0 tie dots 2380r=0 23

o T o L= =20
=
= AEXIE AR

—- MXRIB(EA)2 CIX|E 21T (Digital Authentication)2 80 H &
AHEEl, NIST SP 800-63-3 Special Publication

The process of establishing confidence in user identities presented
digitally to a system. In previous editions of SP 800-63, this was
referred to as Electronic Authentication.

- Digital Identity Guidelines, NIST Special Publication 800-63-3
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o MENE SS7|829 B MH|A HSAHA 7S ME
« SE7|2 (Re glstratlo Authority, RA) : &1 &% MH[A K|S XAl A8 Xt
MEAS E55t= el = U= EX
« ME% (Credential Service): 2 #H Xt(dentifier)2t 7} &1 Xt(Subscriber)7t 2Lt
EZ2o 540 F9E Xt= -‘FLX0||:|1 015 EUMM LYo| ASA7F BS

*EE YR B2 VMYUAE A EY o s dRetE H 2

- UEY MHIAS RIS MEA= 7tEAIR SES ugt
» A SIS AL MFAO mer HEY ME|A MESA= o HAF
22X

gd= N0 Ea
« MEAZL 7IEAIE SEEH 2K 1S 1-g0| 7rYRtet e 22 542
A28 AHO[ O A ot
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@ STARt AEAL
« M XHClaimant): 9!

ol
o

2 DX} Sk At
| ZEX0A dSHo2 EZO| MOt AR]E XAl

-5 ZEEEE &6
« HBX} (Verifier) : AHZ 1Bl &
- AR AEEO YUY ES B
- AS A= 7HEREe] AR CHe = QIS 2 || X0 M E
20015 7HYX O| &, 85 Al RO = AEXL 22 &5 Al 25 7t
A5 22 7R A8 32 & 2

< 9|2|X} (RP)

—— e S At



- Digital Identity Guidelines — Digital Identity Model
- NIST Special Publication 800-63-3

Enroliment and Identity Proofing

Authenticated Session
-4 -
becomes
Subscriber
Applicant Claimant

—>
Authentication
| Assertion
AE,:ET,:’;?S' Enrollment and ‘
Identity Proofing Authenticate
Issuance |

Validate Authenticator/Credential Binding

4

Verifier

Attributes

Digital Authentication
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of A]| H{2'HZ O] ALE

« UNIX & H2 23MAOAM 7t 22| AAEE= HIEH= 7|&
H| & H

« OliA|(Hash)

| UHS QF HE(salt) 2F AR

=
- EX

1. MEXE HEHSE JESHAL 20 &35

2. HIZH == 0del Z0|o SELL} & =%

3. HI2RI2t SEVLS|A| €252 YH2 2 NEE 1FE £0[2 sffAl
= dd

4. SiAlEl H2H=e = SELD 20| ALEXL D0 JSote HIZ2H = T A
JCC)I-

5. AFEALZEUNIX A[AEIO| H2S Al=g W, AEAr= D2t HIZERHZ E XS

6. 2GMA= MSE IDE HEH= YO MRIOZ AL, SEQtHEHS S
==

7. SEL} MEXIL HEc HEH o= Yot MFo YHOE ALE

8. ME @it EX[oIH HIZRH=Z 5&
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| ; |
| . s ! |
A
s I
| 2 I
(N I Password Password File
|
| Salt : UserID  Salt Hash code
| |
| |
- 4
L]
slow hash Load > .
function .
Hashing
User Password Salt Added Algorithm Hashed Password + Salt

9bf40cd8cle2cbdad8?




Password File

User id User ID Salt Hash code
] Salt
|
Select ’ ~A— Password
\.—-’YN--}

\ 4
slow hash
function

Hashed password > Compare
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£E S 2 2Lz & o ArEXe| A E B2 = M2 THE
2. 2Tl AMH 45 2782z oA BtE
- 40[7 fbHIEOI ZE0| Oioi A 7t B2 S| == 2671 £, A SH0)|A]
HEHS ==0| o{H{Z0| S7t
3.2 S 1 0|2 A[LHEIOA oF ArEOf o5 ArEE= €2 H|E
Ho & HASH = ALl 275
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- AP B
» Jtseh B2 E Eo0 AU S TS0 HIE S O B& Al
= 4 HERHSE IVttt EE USE ofAISIAM MEE Al €41 B wot= A
= HOLX| XotH, Aefd =2 /2 AP Lo 2= FHo{o| HE S0 CHHAM Al =gt
x =
=

. W - oW M, 2K

—  rainbow table &4

= 0|2 SfA| 2t ALY M= EE

» SAXTL 7hsct of B2 HEHS S TR A S dd

» SAX= 4 HER/HZE 4249 £E i HEWA SH{A| 2= dd
= 1 Z1}7} “rainbow table”O|2t &2{ ! O EF SHA|E|O|=

- H2H3z 3a)H

= AMESO| F5517| S0l HEHS S HEoCE HE 0|8
= O{H A8AE2 B2 E 18 Iff ofF H2 As HH
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DE HYHSE gXIZ|Z2 1Y

— John the Ripper
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= 1996 d N Z IUE @F AA HUYHS Fef7 (MAUE Fe2jE AZEQN =)
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Bloom filter
S| A| E AlE2SH AMH

7|20 2 HIO|ES




H 2 QrMd Al

« University of lllinois at Chicago
https:.//www.uic.edu/apps/strong-password/

« Kaspersky
https://password.kaspersky.com/

« Security.org
https:.//www.security.org/how-secure-is-my-password/

« PasswordMonster
https:.//www.passwordmonster.com/
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NM7|8k 015 vs ES 7|8 QF

DU PSPEIRJE=
DB

7. G918 x3|

2. ID/PW AE ‘
¥ g

1. 219! (user ID & Password)

A —

+

4. {14 ¢33 (Set-Cookie: |4 2t
5. Hl°|€] 2% (cookie: sessionld=A|4 2})
>

Client P
8. CIoE 8%
3HAXE

Sessnon
storage

s hzaiedea
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. AOIE 7}E9| M| 7}X| 22| E}E

97 88 HZ2[(ROM)
« JIE BiZo} 7t F0I0| 0| HE 50| ALg 7|7 SO #oX ¥1 HE 8
x|

2. H7H2= MA7t 7ot =222 F0| 75 ROM(EEPROM)
. ZREE 22 S8EEIY CojE X R NI
. Of AIZH HBIBHS BIOJEI S MBI g
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DIZEE WY PTS

AOEFLE

¥y §H PTS

<

33° APDU

C < <E APDU

Y

APDU = Application protocal data unit
ATR = Answer to reset
PTS = Protocal type selection
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JWT (JSON Web Token)

« OX EZ ASO|AM ZtE BO| AHE (RFC 7519)
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