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 Information Security Management System
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« ISMS2} PDCA 2
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. 1SO 27001 (ISMS A=

— PDCAZ ISMSQ| &t2| 1782 =QI5t7| 2|t ISO 270012 EOt 22| &=

PDCA s

1. Scope

2. Normative references(Za £51)

3. Terms and definitions(20f & &)

4. Context of the organization(ZZ|2] A&
A= 4.1 Understanding of the organization and its context(Z=Iz} A&to] ojaH)
(Plan)

4.2 Understanding the needs and expectations of interested parties(OlsH2AIXIe] 2+ 2
7|2l ofaH)

4.3 Determining the scope of the information security management system(E& 25
Z AlARIC] | ZE)

4.4 Information security management system(EE 25 A AJAH)

5. Leadership(IGi)
5.1 Management commitment(Z&x12] oJx|)

A& 5.2 Policy(=&)
(Plan) 5.3 Organizational roles, responsibilities and authorities(xx|o] &t  aeia} s
6. Planning(7 &)
6.1 Actions to address risks and opportunities(§&zt 7|8]e] thx &s: He 25 8 Tt
% A ®z2)
6.2 Information security objectives and planning to achieve them(EE 22t 2S5 U 231
=g AE)
7. Support(XIg)
7.1 Resources(Xt#)
7.2 Competence(Xziy)
7.3 Awareness and training(@/4 % 2 )
Alsl 7.4 Communication(2AtAE)
(Do) 7.5 Documentation(2A{&h
8. Operation(%)
8.1 Operational planning and control2% 7|2 2! £x)
8.2 Information security risk assessment(EE 235 218 &1
8.3 Information security risk treatment(8& 25 & *z2|)
9. Performance evaluation(4at &7
=HA 9.1 Monitoring, measurement, analysis and evaluation(2UEI2, S5, 24 T}
(Check) 9.2 Internal audit(Lis ZAD
9.3 Management review(ZZE! ZE)
- 10. Improvement(Zi)
(Action) 10.1 Nonconformity control and corrective actions(S%{g} Afete] £5| 2 AE xx|)

10.2 Continual Improvement(XI&ZiQ1 7HA1)

SEQOULTECH




. ISO 270012| EQt EX| £0f

— I1SO 270010| =75t= Eot Ty A3 9| HEE O|slist= 20| 58

=0k &=
AL B2t Hx(Information security policies) 2
A6 FE S XX|(Organization of information security) 7
A7 21 X1 E2{Human resource security) 6
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A1 B2|X- 84X EOHPhysical & environmental security) 15
A12 2H E2HOperations security) 14
A13 841 E2HCommunications security) 7
A14 HE A|AH 7R 21 9X|- H4(System acquisition, development & maintenance) 13
A15 33X}t #A(Supplier relationships) 5
A16 EE 2ot Al #2|(Information security incident management) 7
A7 HE Hs EH AT A48M H2|(nformation security aspects of business continuity 4
management)
A.18 &2z10[2iA(Compliance) 8
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O 1
H™o| glg I H38tAHLE X|7| =2 HQ = HHM(advisory)
o

- X EXH 3L AT
=
. HOt HMo| £
- TEe=zEXM X|FHMO & dHM(regulatory)
- StHe Yo Rest=
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Security Policy
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MANDATORY
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POLICY

(General
Management
Statement)

STANDARDS

(Specific Mandatory Controls)

PROCEDURES
(Step By Step Instructions)
Iw
( Recommendations /Best Practices)




Standards
o ATEQOL}SIEY O AN Y LHt 2HO|AM X|7{0F &
HOF ALSH 7|2 2 A

. YBtEQl BX B

Procedures
o 71T S EME ZF X ME LHES Y =FL =

Guidelines
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Baselines
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« TCSEC
—  TCSEC(Trusted Computer System Evaluation Criteria)= @ GALE 7
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5. 2

— TCSECO|M Z&FSt= E9t &=
« D: Minimal Protection
- HOF Ol O|FO{X[X| 2= THA

re
oM

e C1: Discretionary Security Protection
~ YukE Ol 2191 IYO| EXfSHE AlAH

- AREAL ZF HEO| XHEEOf R BE AEAZE AL O] H ok oo &

o A =
= 2738 7ts

- 538 oo toiMT B2 7t
C

- =719 YA AL O
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[Ok

e (C2: Controlled Access Protection
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« B1: Labeled Security
- A28 el 2ot s A8d 4+ U1 4 Oo[EHe 2ot 28 Tt Al
g A O|LE A|AEIS ¢ ot o

o B2: Structured Protection

- N2l YHEE 2O Yol Ex
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« B3: Security Domains
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« AT: Verified Design
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« ITSEC

« ITSEC(Information Technology Security Evaluation Criteria)= TCSEC2f
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« CC

— |20 TCSECRt ITSEC= CC(Common Criteria)2t= 7| =L 2 E¢tz| U

— 1996 0f XOt0| L}Q} 19990 =X EZO =2 &0l
~ CCo=g QT Wt ot N

gjo

o2 T
v' PP(Protection Profile): MRM L= JH RO R—_rl Argt Ho|
v’ ST(Security Target): XM=& B7t& ?lot &M 7Is= WEX7E H25H0] 2

- PPRt EE| 7|&H el ?04 teds e
v TOE(Target Of Evaluation): & S3t 10X} St HOE =&

PP(Protetion Profile) &7}
PPl &Y, YxlY, 714 Bt

ST(Security Target) ®7}
ST7t PPE 2FAIEE &55t=X 7t

TOE(Target Of Evaluation) E7}
TOEZ} STO| RFAMEE SFst=X HIt
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- OECD 71l B& Hot 8@ A

& (Collection Limitation Principle)
x4
o

B= HEsta 3780t BEE S =800 &
@ HE Y=g o| A (Data Quality Principle)
Ol SXd Eaot &l LolM 7Hel YEo| d=td, 2t7Hd, z[4180| =& £[0]OoF o

® SX HA|Q| AE!(Purpose Specification Principle)
- =8 WM il B =8 ™S A5t 10| HetdtA 0|8 &|0{0F &

-1 1= O

@ O|& Xiste| &l (Use Limitation Principle)
- & FH el 27t AAL & #E0| U= BFE Mlst: =X 20 0|8dtAHLL &
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- OECD 7l H& =t g%

® ™ =hE 9| @& (Security Safeguard Principle)
- el HEO| Hol, =4, =8 55 YWX|5HY| ¢t M- 2AH.7[=H o =X
SHOF 2t

=]

s

® 3702 A=l(Openness Principle)
- Jfe HEe| M| & B2 & ot ML} 2E|Xte| HE It SIHE|0{0F =

@ 702l &7tol &%l (Individual Participation Principle)
- JE FHo ol BE det "™ AN 80| ERFE|0{OF gt

o] Rl (Accountability Principle)
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« PIMS
PIMS(Personal Information Management System)+& KISAO|Al =2t
1A

712 9 71940] 49l WE H3 Te| MAS 2D AAN0D X%
MO2 HOt RS +UHER YASLO] 7| ES OISR A5 S

BEost= M=
_ PIMSO| 2| A o= AAF 7|FE

e Srl Afet s
1, 22 H 42 THel R T o] 42 SRt Y AE| ZZIO| Hof 7
2. Al 2l 2 712 7124 LHO) JHol i Al 2 9431 T} 5
3. 2E 2 BUJEfR R Fa ZE 9 L 2 2
4, 0% U Hol B 15 M BE U U B 2
5. 7HQ1 s A 77| 2| Hol Fio| 47, 018 U RHZ, 2. 7| Al Z4 At 16
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