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— HOF g T2 M (Enterprise Security Program, ESP)2 218, K&, &, T2
A, A", T)s, HESRT, EEE £t JA0{0F &
. BTl M oA
- JER2 A F=F 8 SN Q| EotETE ofL 2t FX M7 7tA HOF Atgol| Cf
Q) o|AlZ ZHAOF ¢
- O|E sl Aot 5 X2 & e, Mt ZALE =2 sl{of g
. Abgel maxy
- HOI2 Aol Hexo = ARE|0 At2tA|= H[EO| OtL|2t 2|ALS| 7HK|E =0|7|
Qlet A7t 4= O[sli5{oF g
. P ke
- HOoto| ZRd2 L=E Yol A7(0 ztREEE fY e ER




AStA XZAXMOF &

HIZ

ol K
[314
= M
G
lo

] oH
K
foH n

OF |
E

= 22 SH 7t o[ F0{ MO &

P 2ZEQofe] dFF7]0f ot

J

X710l HES} UAR HOt S oIst

A

F

Z
(|

—e

EQ

W
(o

=




2. HQF =gf| /{2
1L (@)
- HOF g3
- Hot Zof 3 =5 FEE 2RV HMEZ 70 OfL Ot =AQ| EoF =55 &
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- HOFZQYRI 2E
— ISMS
« Information Security Management System: 2 &2 22| X A|
A EESHE S 2elgd = UAs MAEQ 38 Al

- 7|g0| 2He §EE TS

El
]
PDCA
- PDCA= AlZl(Plan), =3 (Do), B &(Check),
ZX(Act)E EIEH 22 25l +dots ZE "
.+ PDCA REES S|l ISMSE LHAZ = U 9
- Erfolgskontrolle DO

« Uberwachung
der Zielsetzung

PDCA Model




. ISMS2} PDCA 2!
PDCA Z THA|O| A =5t= B F
@ A= (Plan): ISMS =% CEtAZ
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. HEESHIYH Y QIS

T KiSA 1sSMs (K-ISMS) ISO 27001
ol A P RIE U RIKISA) : U HE ISO/EC : R B
T A4S M00[S 2R QA K B S SO|AeHE 50| 2 %12 BSIQIZ 20| BS7799 7 Z{0IA AR
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SGSQIEH
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. 1SO 27001 (ISMS A=

— PDCAZ ISMSQ| #te2| 1788 =QI5t7| 2|t ISO 270012 EOt 22| &=

PDCA

B
1. Scope

2. Normative references(Z1 £3)

3. Terms and definitions(&01 & o)

7
(Plan)

4. Context of the organization(Z=={e] A2
41 Understanding of the organization and its context(Z=lz} A&to] ojaH)

4.2 Understanding the needs and expectations of interested parties(OlsH2AIXIe] 2+ %
7|che] ofaH)

4.3 Determining the scope of the information security management system(E& 25
Z AlARIe] B9 ZE)
4.4 Information security management system(EE 25 A AJAH)

5. Leadership(2ici)
5.1 Management commitment(Zixie] olx|)

A= 5.2 Policy(Z2t)
(Plan) 5.3 Organizational roles, responsibilities and authorities(X%jo] 2i&t 2 2#ia} 25Y)
6. Planning(7 &)
6.1 Actions to address risks and opportunities(& 7[2]e] tix &5: HE 25 & &t
2 A" ®z2)
6.2 Information security objectives and planning to achieve them(EE 22t 21 U 231
= AlE)
7. Support(XIgd)
7.1 Resources(Xt#)
7.2 Competence(XziA)
7.3 Awareness and training(@/4 % ns )
Alsh 7.4 Communication(SAAE)
(Do) 7.5 Documentation(2A1&})
8. Operation(2%)
8.1 Operational planning and control2 7I& 2! £x))
8.2 Information security risk assessment(@E= 25 /& 1)
8.3 Information security risk treatment(E& 25 & x2)
9. Performance evaluation(4zt &7}
= 9.1 Monitoring, measurement, analysis and evaluation(2UEI, S5, 24 T}
(Check) 9.2 Internal audit(Lis ZAD
9.3 Management review(Z%E! ZE)
. 10. Improvement(7i&)
(Action) 10.1 Nonconformity control and corrective actions(SX{g Atete] £x5] 2 AP Z=X|)

10.2 Continual Improvement(Xi&={Q1 7HA)
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. ISO 270012| EQt EX| £0f

ISO 270010 =5t 2 Z| Y22 FEIE Olafists A0l &2
=0k =
A5 B2t MxH(Information security policies) 2
A6 He ©5 EZ(Organization of information security) 7
A7 21 X1 E2{Human resource security) 6
A8 Xpit H2|(Asset management) 10
A9 T2 Sxl(Access control) 14
A10 &&3KCryptography) 2
A11 22X 84% HoHPhysical & environmental security) 15
A12 23 E2HOperations security) 14
A13 841 E2HCommunications security) 7
A14 HE A|AE 71 2 9X|- B4(System acquisition, development & maintenance) 13
A15 33X} #A(Supplier relationships) 5
A16 EE 2ot Al #2|(Information security incident management) 7
A7 ¥E Hs EH HF A8M H2|(Information security aspects of business continuity 4

management)
A.18 &Zz10[2IA(Compliance) 8
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Security Policy
o ZEXO| g9 X7 HEE
M7 e 2M
- HOFEZO| LHHOI ArS 7|=
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(informative)
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POLICY

(General
Management
Statement)

MANDATORY

STANDARDS

(Specific Mandatory Controls)

PROCEDURES
(Step By Step Instructions)
|w
( Recommendations / Best Practices)
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« TCSEC

— TCSEC(Trusted Computer System Evaluation Criteria)= 22 SALS 7% Q15O 2 X|ZHK| =
Hot ERHS VR I 7|E0| &

HMEY A=

= JRE=S 2= =2et 759
- TCSECe s2% &4 clolg o] =aolw oy 22 W & CERTEY
=g A RN ey 2k 2 TCB
i BhRl £hA ot l >« i CHEHA ot / >
c2 B1 B3 Al
. D ) C? Controlled Lableled B2 Security Verified
Minimal Discretionary . Structured . )
Access Security Domain Design
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l

— TCSECO|M Z&FSt= E9t &=
« D: Minimal Protection
- HOF 40| O|FO{X[X| Q= THA

(

e C1: Discretionary Security Protection
- LEHHel 2301 10| EX|ct= Al
— APEAR 2 HRHO| XHEHE[ I B= AFERLZE AplOf ‘Al -dot oo A

o A =
= 2738 7ts

- 538 oo toiMT B2 7t
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- =719 YA AL Y
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e (C2: Controlled Access Protection
- 4 AEE 21910| 7t
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« B1: Labeled Security
- A28 el 2ot s A8d 4+ U 4 OojEHe 2ot 248 Tt AL
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o B2: Structured Protection
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- B1 529 758 2% =3
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« B3: Security Domains
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« AT: Verified Design
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« ITSEC

« ITSEC(Information Technology Security Evaluation Criteria)= TCSEC2f
AN RBOIA YRS 2ot BE
Of

- 7|2 dBtE =0k TCSEC? HE| FE2du 7rEd= &
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« CC
—  Z[20 TCSECE} ITSECE CC(Common Criteria)2t= 7| &2 2 S3ta|1 S
— 1996 A0 Z=Qt0| LI2t 19990 I X EESZE SOl
- CCQUSE ¢let 7t atd
v’ PP(Protection Profile): AF& X} EE= TR @ At H O
v ST(Security Target): M& E7tE 2lct &M Z7IsS HE A7 H2l5td] %td
- PPRt B2l 7|l 7 Jted 2 D
v' TOE(Target Of Evaluation): &/ 530Xt ot E QO =

MHA

PP(Protetion Profile) &7}
PPel Y, AXlY, 714 Bt

ST(Security Target) ®7}
ST7t PPE 2FAIYE S55t=X E7t

TOE(Target Of Evaluation) E7}
TOEZ} STO| RFAEE S5st=X HIt




oc TCSEC(ER) TSEC(SR) o
EALO | smimst oz D | zasilms E0 | SmmstmE KO

EALT | 7is Al Cl | ous B | uimas gl Ko

EAL2 | 7% AR Co | EMEmEES | E2 | mEN e K3

EALS | ShiEs Algim 5z Bl | waEws E3 | AATCOl S0 ERIRIE | K4

EAL4 | wHEM M AR ZE | B2 | 7EMus pr, | SRR AEAN 2SS |

2, A 4874

EALS | Z& 47 2 AR B3 | ot el E5 | 5O QA A5 2] K6

EALG | ZEEMAZEAAUAR A1 | HSE A E6 | RS s TN, MM A | K7

EAL7 | w25




~ Il0| & il
- 7lQl ‘dB 9ol g9

AR E HEH A2z 13

A AR Aot e el Bt A=A FH, FUSEFUSE 9 G 5& S5k MY
& YokE F Y= AEET AR 2E £ TS PokE = gltigis tE AEet 44
A3ste] goke 4 Y= RS ZIATHE LIk

BAEFAY o854 R AHET Fof| AN HE Al2= 63

7N BEH AES 7Nl Bt HEEA G, FUSFHE 5 2Jste] ST U=

il
9 HEES

Yol 4= 9l ¥E, B, 84, S U 2 S,
o % Glof The Aol 44 Agtele] ok 4 Gl Aol 1 ARE EeehE 8
gt
7H0| x—iEo| o1|

. 7HO._| ’8%‘“ Abeh, Az, FA, 7HK R, XA deF S

o ol HEN: HE JE, MNHE SERE, ME 5), tc'i'a—ql, Zof S &

- At2| B8 o E, A Y, A4, Mt 67 S

o AN A A AR XA B s X2 M LY A8 HE KR 2

=5
- 7Bt MZ22 R 4N BEXIZE, M, DNA ), ?1Xl BE &




1 X|(Collection Limitation Principle)
MEE YD 3R WS Bo) +UE/0{0} &

| ¥ %] (Data Quality Principle)

©)
8 SXY Tav el LA 4O ol HEry, Y, 24140| eu g ofof

® SH HA|Q| =& (Purpose Specification Principle)
| |-I'|O‘”A-| 7HO| My AE 2o |:|=|A| I-_I :]_O-” I‘lol-"'l.}" OlQ.E'O—iOl: st

o | 12 O

@ O|-& Xizte| | £l (Use Limitation Principle)
- & FHe| 327t AL E #7880 A= BRE Mt =X 20 0|&5tAHLL &

A O ©
oEI-_I_I:UH:l

\I

e s dsawisaea



- OECD 72! H & Eot 8%

® 9t =2 O {I&|(Security Safeguard Principle)
_ el Mol Wa, i £8 52 @AY At B2lHANHI|2H O FX
'('5HO|: [=1:

=]

kot

® 5712 OJ"'(Openness Principle)
Mol dEe| M| 8 B 5 fleh At 2e|Xe] Y27t S7HE[00F o

@ 702 &7tol &%l (Individual Participation Principle)
- "JE FHo ol BE det "™ AN §A3H0| ERE|0{OF &

o] Rl (Accountability Principle)
- JHQ ME EE|XOA RE E o F U MAZ Eatsf|of ot

e sawisaea



PIMS

PIMS(Personal Information Management System)E

718 A 7| 0| 7Hel BE B e| MAS L=
ROz 22 RS sdSt=X] dASHo 7|E2
F0I5hs M

- PIMS8| e| HA IS oA 7|&E

%o SR AL 8=
1. 22| A 22 7HQ! A it ol 421 FRt U A% HHTIO| Hof 7

2. A8 Y 2 72t 719f LHO| JHO! i Al % I3 T} 5
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