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$ authentication
(1) The process of verifying an identity claimed by or for a
system entity. (See: authenticate, authentication exchange,

- RFC 2828 authentication information, credential, data origin
authentication, peer entity authentication.)
(C) &n authentication process consists of two steps:

1. ldentification step: Presenting an identifier to the security

—— o .
;£§$§§Q§§§ system. [ldentifiers should be assigned careful lv, because
:é§£§§§§§§§& authenticated identities are the basis for other security
féfff§§§§§§3§§ services, such as access control service.)
NN
%%%7?“i§\Xi§§§§ 2. Verification step: Presenting or generating authentication
;%%%@&4?5§§‘9ﬂ\ information that corroborates the binding between the entity
i////// 1O/

—

’q( §§§i%4 and the identifier. (See: verification.)
{ M
“Qk \§§§;‘ C) See: ("relationship between data integrity service and

\>\ authentication services" under) data integrity service.
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X A8 X} QlF Hi

H AAEHN MAEC ZE KMA|=l AFEAE AEXS0| CHoE A 2]
=2 118 (Electronic Authentication Guideline, NIST SP 800-63-2)

20139 3 X, 2017.6 A E
- NIST SP 800-63-3 Special Publication : Digital Identity Guidelines &, 2017. 6
- A2E2 FE JH2l0| HIO|HH| 0] A& EfiAMEO[Lr A LB X3

_ - O -

of tiet 8= €2 538 7| =d0 tiet dots 280r=0 23

— o I o = = O
[ X =

—- MXRIB(EA)2 CIX|E 215 (Digital Authentication)2 80 HZA
AHEE, NIST SP 800-63-3 Special Publication

The process of establishing confidence in user identities presented
digitally to a system. In previous editions of SP 800-63, this was
referred to as Electronic Authentication.

- Digital Identity Guidelines, NIST Special Publication 800-63-3
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- Digital Identity Guidelines — Digital Identity Model
- NIST Special Publication 800-63-3

Enroliment and Identity Proofing

Authenticated Session
-4 -
‘ RP
becomes
Subscriber
Applicant Claimant

—
Authentication
| Assertion
Ag,:?;?,:iitﬁr Enrollment and ‘
Identity Proofing Authenticate
Issuance !

Validate Authenticator/Credential Binding

o

Verifier

Attributes

Digital Authentication
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« UNIX & Bi2 —E—%”ﬂxﬂoﬂﬁ 7f "El AMEE|l= HIZEHZ J|=
o OfA|(Hash) H| 2 H
o AKX

1. AMEX= HIEHZE MENSIAL 20 2hE

2. HER== 07dEl 2ol £EZ 1 eH =%
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o I

- ' password

o | et Password File

| |

[ ‘ Salt I UserID Salt Hash code

| |

| |

J
slow hash Load ’ .
function .

Hashing
User Password Salt Added Algorithm Hashed Password + Salt

9bf40cd8cle2cbdad8?




Password File

User id User ID  Salt Hash code
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|
Select ’ ~A— Password
'\.-'YN--}

\ 4
slow hash
function

Hashed password > Compare

e s dsawisaea



e
. £E ABO| 2%
1 HYHS THUN FEEL HYHSS 9
- Bt & o] ALGRIVL 22 HUMSE MESICiRtE, H|UMSEL M2 12
SE & g oLz F o MEXS| SiA|E HEHMZ = M2 LS
2. 2T2H9 AN B2S HI|HoR oY BtE
- Z40[7 fbHIEC’I SEO0| ChohM 7tstt BIZERHZ O = 257t &[0, A S A0
HIZE RS =9 0|H S0 S7t
ze by

3.8 82 1 04
Ho £ HASH| = HO| &7t




. HEN T2
- A B
» 7ttt B|2RZE o0 AU S TS0 HEHS U0 2& Al
= 4 HERHSE IVttt EE USE ofAISIAM MEE Al €41 B wot= A
= HOLX| XotH, Aefd =2 32 AP Lo 2= FHo{o| HE S0 CHHAM Al =gt
x =
=

. W - oW M, 2K

—  rainbow table &4

= 0|2 SfA| 2t AlLSHY M= EE

» SAXTL 7hset of B2 HEHD E TR AEE dd

» SAX= 4 HER/HZE 4249 £E i HEWA SH{A| 2= dd
= 1 Z1}7} “rainbow table”O|2t &2{ ! O EF SHA|E|O|=

~- H2H3s Ja)H

= AMESO| F5517| 80l HER S S MEoCE HE 0|8
= O|H AAEAIS2 HIERH= S 18 [Iff OfF B2 AS IH

n ZEHot S A2
A|AHIO| 6Xt2| O|SIe| HIRRHS E HE
DE HYHSE gRIZ|2 1Y

— John the Ripper
= APEO| HH BHOE A|ZoiE2= SH0| BO| £ ¥
= 1996 M IHUE QE AA HUHS JeiAH (MAKE Jed 2ZEQ N =)




- S8ot H| 2 Y HMES Aldot= CHetw | <fd 2,500F 2
HEHS ZEA [MAZU13]

- RockYou S0IM &

- dgjE= H| g ﬂgﬂ
10% O| &2 H|Z2HD = 1010 =
- 10 TZEo0 2= 40% 0| A9 HI

>+ ””
>
=
o=
=
rE
ot
=
2= 10
mn
njo
I_I
§
m
=
o
>
hu
44
4




N

o (< o (< o
N N N N N
= = S S =
v - A Q

KHKIF B Zw|

10!

10*

<+

KIr
Kk

oIl

s140f o}

KIr




= MO

104
T
=)
ol
_LH_I J|o
o =
oo
alll M4
o K
_ 11
O] 7l
< ov
R m_
LH
E[0 =
= B
oF ol
o} m___
N =
or o
K
o o
o«
E[0 ﬂ
1] m_n W
F1 ™ 7
ol [ ur
O kI !

0]
gl

74
o
— Sf{AlEl H|ZHS = ALE X} IDQF A 2| &[0 “Shadow password file”

<

n 57
A
H

F

o: ko)
==

tHib 0| =517] o242 AFEAtS| H| =

AL
T




- H|ZH OAo| FYHS
- CHREO| UNIX AIAEIS E3i3 0o AAHSS oK 23 AIAH 20| 39
_ B
- MKl oj2et AT EQN FHAFES Ol T MO A|LEES 22510 B|2HS WMAS FE Jts
o IhY A|AE/ CIO[EH[O[ £ 22| A[A- ol FofH S &or Lo B2 7ts
- EO AL S SWNOZ HUWS IAS 9|9t HHO| £N0| B Tt
- WO ASAISS CHE 7|9 G| T2 7|7|0) Cfet IS JHRID oD, S b
UHS S A3
- BN Hoto| YL SHOIH 7122 HB
- HYHSE R0l [|AS EE 7|2 ClAI0) AT AT Eloh WA
- Ol2jgt WS SAX E2oH0] H| 2= 0t S40| 7tsd
- AFBAPb BlsA 22 CH2 OS2 R Yoto] HUMS T B 4+ US
- AAE HZHS T A HEYD EHT AL 22 TH2 2 YAOE A8
DS} H|USE ST 4 AS



HSEHS AMEH X2t

b "1 L= ™1

« MEXS0| FHAZ HEE 8719 EXI2 9= HIZH= S
ol 20t H|2HE 3242 i oES
- QF=2 AEXE2 HEH=2 E 7|[YoHA| &

. RE: AFBXIIL 7|Y0t7] 4|2 HUHSE NEotE £B517| 42
B2

- Zl=8¢e 4l 7tX] 7=

- AR B8

~ HEE O] oS H| UMD AN
- U HUHS 2l

- B HUHS HH

e mpietiea



10
dlo

KIr

O §7|He = A[AH LIRS H|ZEH Ia|
S ESIE IPNPS R RSN

=
=

A Hi
— o
H

102} 3 ALEXLO|A Ol &2l MEd /1

- =M

1. XFE AH|7F 2

—te

N

&K
=< ok

fr ey
1 =

oF __

ol =%
27 O3

P {F

rakl

o Uk

el
< N
R =<
Ho ©

o
11 ©

o T

K
R O

fojg L0

ojn K™
|__= e
S
o K
F1 30
ol

Of 2XMES Zdst7| ™A F4HO| A% ZX

A H
—

o A

oIr

o
o

KO 300
oj
#i mﬂ

o

~ ALEALZE AL

Mo LH
1 OF
=g

- ARS X0
AERL2LE 7]

x
¥}
)
=y
=
=]
(=]
jro
v




X 2ol

Bloom filter
S A|E AlE2SH ALH

7|20 2 HIO|ES




H 2 QrMd Al

« University of lllinois at Chicago
https:.//www.uic.edu/apps/strong-password/

« Kaspersky
https://password.kaspersky.com/

« Security.org
https://www.security.org/how-secure-is-my-password/

« PasswordMonster
https:.//www.passwordmonster.com/
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JWT (JSON Web Token)
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« FIDO History
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