
Blockchain-enabled Data Collection and Sharing for 
Industrial IoT with Deep Reinforcement Learning 

Chi Harold Liu, Qiuxia Lin, Shilin Wen 

 

Seoul National University of Science and Technology 

Computer Science and Engineering 

Advanced in Blockchain Technology 

Seonghyeon Gong 

2019-04-09 



Contents 

2 

1. Introduction 
 

2. Related Work 
 

3. System Model 
 

4. Proposed Solution 
 

5. Security Analysis 
 

6. Performance Evaluation 
 

7. Conclusion 
 

8. Opinion 



1. Introduction 

Rapid development of smart portable mobile terminals (MTs), which are equipped with rich set of 
sensors, has facilitated a new type of data collection method for industrial IoT (IIoT), namely Mobile 
Crowdsensing (MCS). 
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Concepts and Challenges of MCS system in IIoT 

Sensing Target 

MCS Server 

Mobile Terminals (MTs) 

Launching Sensing Tasks 

Sensing 



1. Introduction 

Benefits of MCS in IIoT 

 mobile and scalable measures are provided 

 new areas can be monitored without the need for additional dedicated devices to be installed 

 subjective assessments can be easily and cost-effectively collected 

 human wisdom can be straightforwardly integrated into machine intelligence 

 information and decision-making processes can be shared among the whole industrial community 

 

Main Challenges of MCS in IIoT 

 How to achieve high quality data collection with limited MT energy resource and sensing range 

 How to ensure security when sharing and exchanging data among MTs 

 

Proposed framework:  

 energy efficient data collection and secure data sharing among MTs 

 enabled by blockchain and DRL(Deep Reinforcement Learning) 
 DRL for achieving the maximum data collection ratio and geographic fairness 
 Blockchain for data security and reliability 
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Concepts and Challenges of MCS system in IIoT 



2. Related Work 
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overview of related works from four area: IIoT, MCS, Blockchain, DRL 

Industrial Internet of Things: [9-11] Mobile Crowd Sensing: [12-23] 

Blockchain: [24-29] Deep Reinforcement Learning: [30-31] 



3. System Model 
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system model that combines both blockchain and DRL for efficient data collection and secure sharing 



3. System Model 
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IIoT for Energy-Efficient Data Collection 

PoIs 
(Point of Interests) 
𝒦𝒦 ≜ {𝑘𝑘
= 1, 2, … ,𝐾𝐾} 

Obstacles 
𝒞𝒞≜{𝑐𝑐=1, 2, …, 𝐶𝐶} 

Moving & Sensing Round 
ℛ ≜ {𝑟𝑟 = 1, 2, … ,𝑅𝑅} 

 
Time slots of Round 

𝑡𝑡 = 1, 2, … ,𝑇𝑇 

MTs 
ℳ ≜ {𝑚𝑚
= 1, 2, … ,𝑀𝑀} 



3. System Model 
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Blockchain Network for Secure Data Sharing 

Ethereum Nodes 
𝒩𝒩 ≜ {𝑛𝑛
= 1, 2, … ,𝑁𝑁} 

Blockchain Node Categories: 

 Mining Nodes – used to verify data sharing transactions 
and compile them into blocks. 

 Non-mining Nodes – only responsible for  
receiving and broadcasting data sharing  
transactions. 



3. System Model 

Certificate Authority (CA) 

To ensure that collected data sent to the blockchain network is valid 
and cannot be forged, MT needs first to encrypt data with its private 
key and then send it to the CA. 
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Blockchain Network for Secure Data Sharing 

MT’s Keys 
(public & private) 

 

𝑝𝑝𝑘𝑘𝑚𝑚, 𝑠𝑠𝑘𝑘𝑚𝑚 ,∀𝑚𝑚 ∈ ℳ 



4. Proposed Solution 
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Multi-Agent DRL based Distributed Data Collection by MTs 

Observation of MT 𝑚𝑚 in 
state 𝑠𝑠𝑡𝑡 of timeslot 𝑡𝑡 
𝑜𝑜𝑡𝑡𝑚𝑚 = 𝑥𝑥𝑡𝑡𝑚𝑚,𝑦𝑦𝑡𝑡𝑚𝑚, 𝑒𝑒𝑡𝑡𝑚𝑚  

𝑒𝑒𝑒𝑒𝑒𝑒 𝒮𝒮 = 𝒮𝒮1,𝒮𝒮2,𝒮𝒮3  
𝒮𝒮1 = { 𝑥𝑥𝑘𝑘 ,𝑦𝑦𝑘𝑘 , 𝑥𝑥𝑐𝑐 ,𝑦𝑦𝑐𝑐 }𝑘𝑘∈𝒦𝒦,𝑐𝑐∈𝒞𝒞 
𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤 𝑥𝑥𝑘𝑘 ,𝑥𝑥𝑐𝑐 ∈ 0,𝐸𝐸𝑥𝑥  𝑎𝑎𝑎𝑎𝑎𝑎 𝑦𝑦𝑘𝑘 ,𝑦𝑦𝑐𝑐 ∈ [0,𝐸𝐸𝑦𝑦] 
𝑆𝑆2 = { 𝑥𝑥𝑡𝑡𝑚𝑚 ,𝑦𝑦𝑡𝑡𝑚𝑚 , 𝑒𝑒𝑡𝑡𝑚𝑚 }𝑚𝑚∈ℳ  
𝑆𝑆3 = ℎ𝑡𝑡 𝑘𝑘 ∈ 0,𝑇𝑇  

Traditional policy gradient based DRL (such as DQN) can only  
work well in a limited action space. 

This work proposed new solutions.  

  



4. Proposed Solution 
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Multi-Agent DRL based Distributed Data Collection by MTs 

Action 
𝒜𝒜 = { 𝜃𝜃𝑡𝑡𝑚𝑚 , 𝑙𝑙𝑡𝑡𝑚𝑚 𝑚𝑚∈ℳ|𝜃𝜃𝑡𝑡𝑚𝑚

∈ 0,2𝜋𝜋 , 𝑙𝑙𝑡𝑡𝑚𝑚
∈ [0, 𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚} 

geographical fairness 

𝜔𝜔𝑡𝑡 =
∑ ℎ𝑡𝑡 𝑘𝑘𝐾𝐾
𝑘𝑘=1

2

𝐾𝐾 ∑ ℎ𝑡𝑡 𝑘𝑘 2𝐾𝐾
𝑘𝑘=1

 

 
Reward 

𝑟𝑟𝑡𝑡𝑚𝑚 =
𝜔𝜔𝑡𝑡𝑏𝑏𝑡𝑡𝑚𝑚

𝜙𝜙(𝑏𝑏𝑡𝑡𝑚𝑚 , 𝑙𝑙𝑡𝑡𝑚𝑚)
,∀𝑚𝑚 ∈ ℳ 

Traditional policy gradient based DRL (such as DQN) can only  
work well in a limited action space. 

This work proposed new solutions.  

  



Each MT is implemented by 4 DNNs which serves as  
actor network and critic network, 

4. Proposed Solution 
Multi-Agent DRL based Distributed Data Collection by MTs 

actor network : 𝜋𝜋𝑚𝑚 𝑜𝑜𝑡𝑡 𝜃𝜃𝜋𝜋
𝑚𝑚  

critic network : 𝑄𝑄𝑚𝑚 𝑠𝑠𝑡𝑡 ,𝑎𝑎𝑡𝑡 𝜃𝜃𝑄𝑄
𝑚𝑚  

loss function 
𝐿𝐿 𝜃𝜃𝑄𝑄𝑚𝑚 = 𝔼𝔼 𝑦𝑦𝑡𝑡𝑚𝑚 − 𝑄𝑄𝑚𝑚 𝑠𝑠𝑡𝑡, 𝑎𝑎𝑡𝑡+11 , … , 𝑎𝑎𝑡𝑡+1𝑀𝑀 |𝜃𝜃𝑄𝑄𝑚𝑚 ,  
𝑦𝑦𝑡𝑡𝑚𝑚 = 𝛾𝛾𝑄𝑄′𝑚𝑚 𝑠𝑠𝑡𝑡,𝑎𝑎𝑡𝑡+11 , … ,𝑎𝑎𝑡𝑡+1𝑀𝑀 |𝜃𝜃𝑄𝑄𝑚𝑚 + 𝛾𝛾𝑟𝑟𝑡𝑡+1𝑚𝑚  

 
gradient of actor network 

∇𝜃𝜃𝜋𝜋𝑚𝑚𝐽𝐽 ≈ 𝔼𝔼 ∇𝜃𝜃𝜋𝜋𝑚𝑚𝜋𝜋
𝑚𝑚 𝑜𝑜 𝜃𝜃𝜋𝜋𝑚𝑚 �

𝑜𝑜=𝑜𝑜𝑡𝑡
∇𝑎𝑎𝑄𝑄𝑚𝑚 𝑠𝑠,𝑎𝑎𝑡𝑡+11 , … , 𝑎𝑎𝑡𝑡+1𝑀𝑀 |𝜃𝜃𝑄𝑄𝑚𝑚 �

𝑎𝑎𝑡𝑡+1
𝑚𝑚 =𝜋𝜋𝑚𝑚 𝑜𝑜𝑡𝑡+1

𝑚𝑚  
12 

𝜃𝜃𝑄𝑄′𝑚𝑚 ≔ 𝜏𝜏𝜃𝜃𝑄𝑄𝑚𝑚 + 1 − 𝜏𝜏 𝜃𝜃𝑄𝑄′𝑚𝑚 
𝜃𝜃𝜋𝜋′𝑚𝑚 ≔ 𝜏𝜏𝜃𝜃𝜋𝜋𝑚𝑚 + 1 − 𝜏𝜏 𝜃𝜃𝜋𝜋′𝑚𝑚  



4. Proposed Solution 
Blockchain-enabled Secure Data Sharing among MTs 

13 

25: send TX 𝑢𝑢𝑟𝑟𝑚𝑚,𝑆𝑆𝑆𝑆𝑆𝑆𝑛𝑛𝑠𝑠𝑘𝑘𝐶𝐶𝐶𝐶 𝑢𝑢𝑟𝑟𝑚𝑚
′ ,𝑝𝑝𝑘𝑘𝑚𝑚  

CA Blockchain Nodes MTs 

5: 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛  to obtain 𝑝𝑝𝑘𝑘𝑚𝑚 , 𝑠𝑠𝑘𝑘𝑚𝑚  

9: init state 𝑠𝑠0 
12: collect data 

16: calculate hash 

17: send (𝑢𝑢𝑟𝑟𝑚𝑚, 𝑆𝑆𝑆𝑆𝑆𝑆𝑛𝑛𝑠𝑠𝑘𝑘𝑚𝑚 𝐻𝐻 𝑢𝑢𝑟𝑟𝑚𝑚  to CA 

18: verify 
19: CA sign 

21: return 𝑢𝑢𝑟𝑟𝑚𝑚, 𝑆𝑆𝑆𝑆𝑆𝑆𝑛𝑛𝑠𝑠𝑘𝑘𝐶𝐶𝐶𝐶 𝑢𝑢𝑟𝑟𝑚𝑚
′  to MT 

27: store 

24: get return 

6: store MT’s identity 



5. Security Analysis 

 Transaction Forgery by MTs 
 

 Eclipse Attack by Network Users 

 

 Vulnerability Attack by Network Users 
 

 Majority Attack by Network Users 

 

 MT Device Failure 
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potential attacks in the proposed system and provide solutions 



5. Security Analysis 

 Transaction Forgery by MTs 

 

The attacker can intercept transaction proposals 
sent by legitimate user to the blockchain and has 
a high probability of success. 

 

After reading the encrypted transaction messages 
multiple times, the attacker will try to 
impersonate the legitimate user to send unreal 
transaction proposals to the blockchain network. 

 

We believe that it is difficult or extremely 
unlikely for an attacker MT to calculate the 
private key of CA, so it cannot forge the 
confirmation message of CA. 
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potential attacks in the proposed system and provide solutions 

25: send TX 𝑢𝑢𝑟𝑟𝑚𝑚,𝑆𝑆𝑆𝑆𝑆𝑆𝑛𝑛𝑠𝑠𝑘𝑘𝐶𝐶𝐶𝐶 𝑢𝑢𝑟𝑟𝑚𝑚
′ ,𝑝𝑝𝑘𝑘𝑚𝑚  

CA Blockchain Nodes MTs 

5: 𝐺𝐺𝐺𝐺𝐺𝐺 1𝑛𝑛  to obtain 𝑝𝑝𝑘𝑘𝑚𝑚 , 𝑠𝑠𝑘𝑘𝑚𝑚  

9: init state 𝑠𝑠0 
12: collect data 

16: calculate hash 

17: send (𝑢𝑢𝑟𝑟𝑚𝑚, 𝑆𝑆𝑆𝑆𝑆𝑆𝑛𝑛𝑠𝑠𝑘𝑘𝑚𝑚 𝐻𝐻 𝑢𝑢𝑟𝑟𝑚𝑚  to CA 

18: verify 
19: CA sign 

21: return 𝑢𝑢𝑟𝑟𝑚𝑚, 𝑆𝑆𝑆𝑆𝑆𝑆𝑛𝑛𝑠𝑠𝑘𝑘𝐶𝐶𝐶𝐶 𝑢𝑢𝑟𝑟𝑚𝑚
′  to MT 

27: store 

24: get return 

6: store MT’s identity 

Attacker 



5. Security Analysis 

 Eclipse Attack by Network Users (Routing table poisoning attack) 

 an attacker can prevent victim from receiving complete information about the rest of the network. 

 an attacker can use an Eclipse Attack to prevent Ethereum non-mining node from receiving storage 
and query requests to the blockchain. 

 

 Ethereum has released an updated version of software, making the number of malicious nodes 
needed to carry out such an attack from two to thousands 
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potential attacks in the proposed system and provide solutions 

Non-miner nodes Miner nodes Non-miner nodes Miner nodes 

Normal blockchain network Forged network 



5. Security Analysis 

 Vulnerability Attack by Network Users 

 All users on the blockchain can see the smart contract deployed on the blockchain. 

 When a smart contract has a critical vulnerability, it is very easy for attackers to exploit. 

 When designing the smart contract, we have avoided recursive calling vulnerability, timestamp 
dependence, arithmetic problem, return value problem, and completed code audits and security tests.  
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potential attacks in the proposed system and provide solutions 

Smart contract online vulnerability check service of securify.chainsecurity.com 



5. Security Analysis 

 Majority Attack by Network Users 

 If the attacker controls more than half of the computing power in the network, we can confirm that 
the blockchain network is not secure. 

 The attacker can take advantage of the computing power to tamper with the records on the 
blockchain. 

 The newly generated chain can belong to him/her completely, and it may not even contain any block 
that was mined by other miners. 

 Because the longest chain is always considered to be the best credibility, the attacker can reverse the 
issued transaction, thus achieving double spending problem. 

 

 Considering that our blockchain network is set up as a private chain, and the mining nodes are 
owned and controlled by system. 
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potential attacks in the proposed system and provide solutions 



5. Security Analysis 

 MT Device Failure 

 with the long-term use of these devices, some may have software or hardware problems 
which may prevent these devices from continuing to function normally 

 the network there may exist malicious users that send false data to other users and this is 
specifically described as “The Byzantine Generals Problem”. 

 In order to address these possible problems, certain consensus algorithms in a blockchain 
such as Paxos and PBFT(Practical Byzantine Fault Tolerance) have been adopted in 
our proposal to mitigate or overcome them. 
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potential attacks in the proposed system and provide solutions 



6. Performance Evaluation 

Control Group Experimental Group 
(proposed solution) 

Comparison Criteria 

Data 
Storage 
(DoS & 
DDoS) 

MySQL 
• Windows 10 
• MySQL 5.7.22 
• Intel Core i7-4790 

3.60GHz 
• RAM 12GB 

Blockchain 
• Utuntu 16.04 LTS 
• Geth 1.7.2 
• Inter Core i7-6700 3.4GHz 
• RAM 16GB 
• 2 mining threads 

• Immediate query 
failure ratio 

• Query successful 
ratio 

Moving 
Trajectories 

Random Deep reinforcement 
learning based 

• Data collection ratio 
• Energy usage ratio 
• Geographic fairness 

DDoS 
Attacker 

Windows 10, Intel Core i7-8750 2.2GHz, RAM 8GB 
Windows 10, Intel Core i7-6700 3.4GHz, RAM 16GB 
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Simulation Setting 



6. Performance Evaluation 
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Simulation Setting 

Query successful ratio 

Immediate query failure ratio 



6. Performance Evaluation 
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Simulation Setting 



7. Conclusion 

 an joint framework for both efficient data collection and secure data sharing scheme combining 
Ethereum blockchain and DRL for MCS enabled IIoT scenarios. 

 

 fully distributed DRL scheme that help each MT to sense nearby PoIs to achieve maximum data 
collection amount, geographic fairness and minimum energy consumption. 

 

 blockchain is used to share data among MTs to pertain their security levels. 
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New framework for efficient data collection and secure data sharing based on Blockchain and DRL 



8. Opinion 

 Good mathematical modeling and simulation of the IIoT environment. 

 Critical considerations in IIoT 
 How to achieve high quality data collection with limited MT energy resource and sensing range 
 How to ensure security when sharing and exchanging data among MTs 

 

But, 

 Blockchain for availability(for DDoS tolerance)? 
 For availability, isn’t the existing IDS/IPS system better in performance? 

 Can MT performs DRL operations using real-world environmental information? 

 Is the cost-effective in configuring mining nodes? 

 What are the countermeasures against APT attacks? 

 

Proposal 

 Consortium blockchain-based system model using cybersecurity framework could be more realistic 
and more scalable. 
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Thank you 
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